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PO 19082024 PDF.zip 

Tender Quote Inv 8152435.zip 

Purchase Order.docx PURCHASE ORDER.pdf.zip 

Scan copy.docx 

IKV_Template_v_1.3_EN.pptx 

RFQ 24OP358_6.gz 

Westrath_5_Jahres_Finanzplanung..

Mac Purchase Order PO102935.docx 

INV 813246546 AUG LinnWorks.zip 

RFQ20230822.zip 

SWIFT_YOR406100432.gz 

Comprobante de pago.xlam 

conference website.pdf 

=?UTF-8?B?UHLDpHNlbnRhdGlvbi5wc..

product samples pdf.zip 

Purchase Inquiry.xla 

SOA.rar 

DHL AWB INV & PL pdf.gz 

INQUIRY 2024-SP0006-B(01) INQ24..

Payment Receipt.docx 

SKTGHRO773957975937597375937593..

Anfrage für ein Angebot - Muste..

<Name Unavailable> 

Contract.bz 

Payment_Advice_REMITTANCE _USD1..

AV 122769 - REFUND.bz 

RFQ For Tender 8-14-2024.PDF.zip 

Payment.z 

DOCUMENT INV.PDF.zip 

Others 

2.86k
Total
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Records by file name Hits %

PO 19082024 PDF.zip 918 32.2 %

Tender Quote Inv 8152435.zip 332 11.6 %

Purchase Order.docx 229 8.0 %

PURCHASE ORDER.pdf.zip 171 6.0 %

Scan copy.docx 157 5.5 %

IKV_Template_v_1.3_EN.pptx 92 3.2 %

RFQ 24OP358_6.gz 64 2.2 %

Westrath_5_Jahres_Finanzplanung.xlsx 52 1.8 %

Mac Purchase Order PO102935.docx 48 1.7 %

INV 813246546 AUG LinnWorks.zip 44 1.5 %

RFQ20230822.zip 42 1.5 %

SWIFT_YOR406100432.gz 35 1.2 %

Comprobante de pago.xlam 35 1.2 %

conference website.pdf 32 1.1 %

=?UTF-8?B?UHLDpHNlbnRhdGlvbi5wcHR4?= 26 0.9 %

product samples pdf.zip 22 0.8 %

Purchase Inquiry.xla 21 0.7 %

SOA.rar 18 0.6 %

DHL AWB INV & PL pdf.gz 18 0.6 %

INQUIRY 2024-SP0006-B(01) INQ24-012207.rar 17 0.6 %

Payment Receipt.docx 17 0.6 %

SKTGHRO77395797593759737593759375793753957Slummet55 (1).7z 17 0.6 %

Anfrage für ein Angebot - Musterkatalog.7z 16 0.6 %

<Name Unavailable> 14 0.5 %

Contract.bz 13 0.5 %

Payment_Advice_REMITTANCE _USD105090-AUG-13-070224-000218.tbz 12 0.4 %

AV 122769 - REFUND.bz 12 0.4 %

RFQ For Tender 8-14-2024.PDF.zip 10 0.4 %

Payment.z 10 0.4 %

DOCUMENT INV.PDF.zip 8 0.3 %

Others 353 12.4 %

Total 2.86k 100 %
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Not Available 
2.08k Hits (39.6%)

Malicious 
1.94k Hits (36.9%)

Medium Risk 
682 Hits (13.0%)

High Risk 
312 Hits (5.9%)

Unknown 
204 Hits (3.9%)

HTML/Phishing.xz 
8 Hits (0.2%)

Fareit.gen.a 
6 Hits (0.1%)

HTML/Phishing.vf 
5 Hits (0.1%)

HTML/Phishing.ux 
4 Hits (0.1%)

HTML/Phishing.rb 
2 Hits (0.0%)

HTML/Phishing.wb 
2 Hits (0.0%)

Exploit-GBR!4B66FB030DAB 
2 Hits (0.0%)

Trojan-FWEL!A0F7EB1E7ABB 
2 Hits (0.0%)

Exploit-GBR!958C969D6A8F 
2 Hits (0.0%)

Fareit.gen.e 
1 Hits (0.0%)

5.25k
Total

Hits

Top File Types by Scan Result
 

Top 10 file types by scan result.

 



 

 

  

 

 

  

 

E-Mail Virenfilterung Server FirewallReport period: 2024-08-01 00:00:00+0200 to 2024-09-01 00:00:00+0200 6 / 17

Scan Result Hits %

Not Available 2.08k 39.6 %

File_Zip-Archive 1.65k 31.5 %

File_Microsoft-Office-Open-XML-Document 347 6.6 %

File_Microsoft-Excel-XLSX-Filename-Extension 52 1.0 %

File_Microsoft-Excel-Spreadsheet 28 0.5 %

Malicious 1.94k 36.9 %

File_Microsoft-Windows-Executable 1.43k 27.3 %

File_Rar-Archive 185 3.5 %

File_Zip-Archive 102 1.9 %

File_PDF 47 0.9 %

File_Type-Unknown 31 0.6 %

File_Microsoft-Excel-97-Spreadsheet 29 0.6 %

File_7z-Archive 28 0.5 %

File_HTML 25 0.5 %

File_BZip2-Compressed 14 0.3 %

File_LhArc-Archive 10 0.2 %

File_Microsoft-Excel-Spreadsheet 9 0.2 %

File_Tar-Archive 6 0.1 %

File_Text-US-Ascii-Text-File 5 0.1 %

File_ISO-9660-Disk-Image 5 0.1 %

File_Microsoft-Office-Open-XML-Document 4 0.1 %

File_Microsoft-Excel-XLSX-Filename-Extension 2 0.0 %

File_ACE-Archive 1 0.0 %

File_Microsoft-Cabinet-Archive 1 0.0 %

File_JavaScript 1 0.0 %

Medium Risk 682 13.0 %

File_Office-Open-XML-Package-Relations-Item 362 6.9 %

File_Microsoft-Windows-Executable 305 5.8 %

File_Microsoft-Office-Open-XML-Document 9 0.2 %

File_HTML 2 0.0 %

File_Zip-Archive 1 0.0 %

File_7z-Archive 1 0.0 %

File_Text-US-Ascii-Text-File 1 0.0 %

File_LhArc-Archive 1 0.0 %

High Risk 312 5.9 %

File_Office-Open-XML-Package-Relations-Item 265 5.0 %

File_Microsoft-Equation-Editor-Document 35 0.7 %

File_Microsoft-Office-Open-XML-Document 4 0.1 %

File_HTML 3 0.1 %
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Scan Result Hits %

File_Microsoft-Excel-97-Spreadsheet 2 0.0 %

File_Microsoft-Windows-Executable 1 0.0 %

File_Rar-Archive 1 0.0 %

File_PDF 1 0.0 %

Unknown 204 3.9 %

File_Microsoft-Office-Open-XML-Document 106 2.0 %

File_Zip-Archive 98 1.9 %

HTML/Phishing.xz 8 0.2 %

File_HTML 8 0.2 %

Fareit.gen.a 6 0.1 %

File_ACE-Archive 6 0.1 %

HTML/Phishing.vf 5 0.1 %

File_HTML 5 0.1 %

HTML/Phishing.ux 4 0.1 %

File_Text-US-Ascii-Text-File 4 0.1 %

HTML/Phishing.rb 2 0.0 %

File_HTML 1 0.0 %

File_Text-US-Ascii-Text-File 1 0.0 %

HTML/Phishing.wb 2 0.0 %

File_HTML 2 0.0 %

Exploit-GBR!4B66FB030DAB 2 0.0 %

File_Microsoft-Excel-XLSX-Filename-Extension 2 0.0 %

Trojan-FWEL!A0F7EB1E7ABB 2 0.0 %

File_Rar-Archive 2 0.0 %

Exploit-GBR!958C969D6A8F 2 0.0 %

File_Microsoft-Excel-XLSX-Filename-Extension 2 0.0 %

Fareit.gen.e 1 0.0 %

File_ACE-Archive 1 0.0 %

Total 5.25k 100 %
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Top Scan Results by Responding Scanner
 

Top 10 file filtering scan results by responding scanner.
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File_Zip-Archive 

File_Microsoft-Windows-Executable 

File_Office-Open-XML-Package-Re..

File_Microsoft-Office-Open-XML-..

File_Rar-Archive 

File_Microsoft-Excel-XLSX-Filen..

File_PDF 

File_HTML 

File_Microsoft-Excel-Spreadsheet 

File_Microsoft-Equation-Editor-..

File_Microsoft-Excel-97-Spreads..

File_Type-Unknown 

File_7z-Archive 

File_BZip2-Compressed 

File_Text-US-Ascii-Text-File 

File_LhArc-Archive 

File_ACE-Archive 

File_Tar-Archive 

File_ISO-9660-Disk-Image 

File_Microsoft-Cabinet-Archive 

File_JavaScript 

5.25k
Total

Hits
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Responding Scanner Hits %

File_Zip-Archive 1.86k 35.3 %

Not Available 1.65k 31.5 %

Malicious 102 1.9 %

Unknown 98 1.9 %

Medium Risk 1 0.0 %

File_Microsoft-Windows-Executable 1.74k 33.1 %

Malicious 1.43k 27.3 %

Medium Risk 305 5.8 %

High Risk 1 0.0 %

File_Office-Open-XML-Package-Relations-Item 627 11.9 %

Medium Risk 362 6.9 %

High Risk 265 5.0 %

File_Microsoft-Office-Open-XML-Document 470 9.0 %

Not Available 347 6.6 %

Unknown 106 2.0 %

Medium Risk 9 0.2 %

Malicious 4 0.1 %

High Risk 4 0.1 %

File_Rar-Archive 188 3.6 %

Malicious 185 3.5 %

Trojan-FWEL!A0F7EB1E7ABB 2 0.0 %

High Risk 1 0.0 %

File_Microsoft-Excel-XLSX-Filename-Extension 58 1.1 %

Not Available 52 1.0 %

Malicious 2 0.0 %

Exploit-GBR!4B66FB030DAB 2 0.0 %

Exploit-GBR!958C969D6A8F 2 0.0 %

File_PDF 48 0.9 %

Malicious 47 0.9 %

High Risk 1 0.0 %

File_HTML 46 0.9 %

Malicious 25 0.5 %

HTML/Phishing.xz 8 0.2 %

HTML/Phishing.vf 5 0.1 %

High Risk 3 0.1 %

Medium Risk 2 0.0 %

HTML/Phishing.wb 2 0.0 %

HTML/Phishing.rb 1 0.0 %

File_Microsoft-Excel-Spreadsheet 37 0.7 %
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Responding Scanner Hits %

Not Available 28 0.5 %

Malicious 9 0.2 %

File_Microsoft-Equation-Editor-Document 35 0.7 %

High Risk 35 0.7 %

File_Microsoft-Excel-97-Spreadsheet 31 0.6 %

Malicious 29 0.6 %

High Risk 2 0.0 %

File_Type-Unknown 31 0.6 %

Malicious 31 0.6 %

File_7z-Archive 29 0.6 %

Malicious 28 0.5 %

Medium Risk 1 0.0 %

File_BZip2-Compressed 14 0.3 %

Malicious 14 0.3 %

File_Text-US-Ascii-Text-File 11 0.2 %

Malicious 5 0.1 %

HTML/Phishing.ux 4 0.1 %

Medium Risk 1 0.0 %

HTML/Phishing.rb 1 0.0 %

File_LhArc-Archive 11 0.2 %

Malicious 10 0.2 %

Medium Risk 1 0.0 %

File_ACE-Archive 8 0.2 %

Fareit.gen.a 6 0.1 %

Malicious 1 0.0 %

Fareit.gen.e 1 0.0 %

File_Tar-Archive 6 0.1 %

Malicious 6 0.1 %

File_ISO-9660-Disk-Image 5 0.1 %

Malicious 5 0.1 %

File_Microsoft-Cabinet-Archive 1 0.0 %

Malicious 1 0.0 %

File_JavaScript 1 0.0 %

Malicious 1 0.0 %

Total 5.25k 100 %
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Cloud Reputation 
5.22k Hits (99.4%)

Anti-Malware 
34 Hits (0.6%)

5.25k
Total

Hits

Top File Types by Responding Scanner
 

Top 10 file types by responding scanner.
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Responding Scanner Hits %

Cloud Reputation 5.22k 99.4 %

File_Zip-Archive 1.86k 35.3 %

File_Microsoft-Windows-Executable 1.74k 33.1 %

File_Office-Open-XML-Package-Relations-Item 627 11.9 %

File_Microsoft-Office-Open-XML-Document 470 9.0 %

File_Rar-Archive 186 3.5 %

File_Microsoft-Excel-XLSX-Filename-Extension 54 1.0 %

File_PDF 48 0.9 %

File_Microsoft-Excel-Spreadsheet 37 0.7 %

File_Microsoft-Equation-Editor-Document 35 0.7 %

File_Microsoft-Excel-97-Spreadsheet 31 0.6 %

File_Type-Unknown 31 0.6 %

File_HTML 30 0.6 %

File_7z-Archive 29 0.6 %

File_BZip2-Compressed 14 0.3 %

File_LhArc-Archive 11 0.2 %

File_Text-US-Ascii-Text-File 6 0.1 %

File_Tar-Archive 6 0.1 %

File_ISO-9660-Disk-Image 5 0.1 %

File_ACE-Archive 1 0.0 %

File_Microsoft-Cabinet-Archive 1 0.0 %

File_JavaScript 1 0.0 %

Anti-Malware 34 0.6 %

File_HTML 16 0.3 %

File_ACE-Archive 7 0.1 %

File_Text-US-Ascii-Text-File 5 0.1 %

File_Microsoft-Excel-XLSX-Filename-Extension 4 0.1 %

File_Rar-Archive 2 0.0 %

Total 5.25k 100 %
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Located 86.0 %

Virenfilterung SRC IPs
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Records by src IP Hits %

192.236.192.226  United States 1.84k 35.0 %

61.4.102.241  Kuala Lumpur, Malaysia 752 14.3 %

185.82.218.77  Sofia, Bulgaria 444 8.5 %

80.85.153.85  Russia 358 6.8 %

118.179.155.140  Dhaka, Bangladesh 314 6.0 %

146.70.135.188  Zurich, Switzerland 128 2.4 %

188.130.238.54  Pavlodar, Kazakhstan 96 1.8 %

185.126.34.50  Amsterdam, The
Netherlands

84 1.6 %

146.70.135.219  Zurich, Switzerland 70 1.3 %

188.164.194.248  Spain 70 1.3 %

31.25.91.22  Iran 44 0.8 %

62.233.57.222  Prague, Czechia 32 0.6 %

91.224.62.122  Russia 26 0.5 %

194.110.172.232  Amsterdam, The
Netherlands

24 0.5 %

185.117.90.147  Amsterdam, The
Netherlands

21 0.4 %

80.85.152.64  Russia 20 0.4 %

103.150.195.54  Indonesia 20 0.4 %

185.126.34.90  Amsterdam, The
Netherlands

18 0.3 %

79.141.165.143  Amsterdam, The
Netherlands

18 0.3 %

74.48.9.142  Los Angeles, California
90060, United States

17 0.3 %

94.50.169.202  Perm, Russia 17 0.3 %

176.9.89.163  Germany 17 0.3 %

185.125.174.112  Wadern, Germany 13 0.2 %

219.88.143.142  New Zealand 13 0.2 %

141.99.10.105  DFN 12 0.2 %

116.203.222.64  Germany 12 0.2 %

192.210.226.206  Buffalo, New York 14205,
United States

11 0.2 %

38.62.245.91  Montreal, Quebec H3H ,
Canada

10 0.2 %

109.72.239.237  Moscow, Russia 8 0.2 %

79.141.162.163  Ashburn, Virginia 20149,
United States

8 0.2 %

Others 735 14.0 %

Total 5.25k 100 %
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SMTP Virus Filtering by Time
 

Top 10 file filtering situations on a timeline.

 



  

 

 

 
 
 

 
 

 

About Forcepoint 

 
Forcepoint simplifies security for global businesses and 

governments. Forcepoint’s all-in-one, truly cloud-native platform 

makes it easy to adopt Zero Trust and prevent the theft or loss 

of sensitive data and intellectual property no matter where 

people are working. Based in Austin, Texas, Forcepoint creates 

safe, trusted environments for customers and their employees 

in more than 150 countries. Engage with Forcepoint on 

www.forcepoint.com, Twitter and LinkedIn. 

forcepoint.com 
 

About the FlexEdge Secure SD-WAN 

Forcepoint FlexEdge Secure SD-WAN enables distributed organizations to 

improve application performance, simplify network management, and 

increase security–– ensuring users can safely access any application from 

anywhere. By combining multi-link networking and intrusion prevention with 

zero-touch deployment and updating, it provides centralized visibility and 

control with high performance that scales to thousands of sites. When used 

with the Forcepoint ONE SSE platform, FlexEdge Secure SD-WAN delivers 

true SASE and secure branch solutions that boost productivity, cut costs, 

reduce risk, and streamline compliance. 

For further information visit forcepoint.com/product/secure-sd-wan. 
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